RELIGION AND INFORMATION OPERATIONS
I. COUNTER INFORMATION 
a. Defensive CounterInformation (DCI)
i. OPSEC

ii. Information Assurance

iii. Counter Deception
b. Offensive Counterinformation (OCI)
i. PSYOP

ii. Electronic Warfare

iii. Denial and Deception
c. Counter Intelligence
i. Public affairs

ii. Counterpropaganda

iii. Electronic protect
II. INFORMATION OPERATIONS CAMPAIGN RE RELIGIOUS FACTORS
a. COUNTERINTELLIGENCE
i. PROTECTS OPERATIONS, INFORMATION, TECHNOLOGY, PERSONNEL, OTHER RESOURCES FROM ILLEGAL CLANDESTINE ACTS BY FOREIGN INTELLIGENCE SERVICES, TERRORISTS AND OTHER ELIMENTS

ii. Depends on vulnerability assessments which identify exploitable weaknesses
b. COUNTER DECEPTION

i. Effort to negate, neutralize, diminish effects of, or gain advantage from adversary deception operations

ii. Ensure decision makers aware of adversary deception activities
c. Offensive Counter Information

i. Capabilities

ii. Dependencies

iii. Vulnerabilities
d. PSYOPS

i. Induce, influence, reinforce foreign leaders/ audiences, emotions, reasoning, and behavior to favor objectives

ii. Goal is to create fear, confusing and paralysis undermining morale and spirit
e. PUBLIC AFFAIRS


i. Ensure that foreign leaders are aware of friendly capabilities

ii. Must reflect appreciation of an adversary’s cultural and political perceptions, and decision-making process
III. Targeting: (Muslim) perceptions and activities vis a vis the United States 
a. Perception of moral laxity 

i. Results in uncertainty and irresolution

ii. Exploitation activities: media, encourage hopelessness, bordom, impotence

b. Perception that US has fear of casualties 

i. Slow to act

ii. Exploit media 

c. Note that the US has 6 million 

i. Potential 5th column

ii. Recruit US based extremists in mosques, and religious schools

d. Note that the US maintains a relatively open society 

i. Multiple voices and pressures

ii. Exploit and create impression of omnipresence

e. Believe that US population has surface religiosity

i. This results in a shallow spiritual life, unstable ethics and values, and fear of pain, death, and suffering
ii. Callous cruelty; homicide bombings to show no fear of death, and martyrdom mythology

f. Believe that the Western world has an obsession with individual rights

i. This results in a fragmented divided society
ii. Exploit by creating impression of Monolithic Islam and disoriented Christianity

g. Believe that the United States is unremittingly materialistic

i. Overriding interest is financial and profit oriented

ii. Exploit by creating impression that financial stability will be threatened if Islamic forces are threatened
IV. Targeting : “Hearts and Minds of the Muslim silent majority”

a. Understand emotions: resentment, envy, insecurity, outrage

b. Understand motives: reassert Islamic greatness, religious fervor, making the world “safe” for Islam, Protect Muslim “way of life,” Eliminate Western influence

c. US responses: 

i. help Muslim moderates find voice, brand extremists as heretics  ” 
ii. Delineate medium-messenger disconnects

iii. Publicize extremist coercive acts

iv. Emphasize US Muslim safety vs religious minority fears elsewhere

v. Compare extremist acts to Crusades
vi. Seek Western Islamic scholars’ advice on best approach

vii. Muslim’s duty to family vs homicide bombers

PROBLEMS AND STICKY ISSUES

(1)The emotive base for these suggestions – rather than “factual” or “real world” analysis and explanation.  For example, differing historical interpretation of the “facts” of the Crusades, colonialism, nationalism, and petroleum exploitation. 

(2)Gender issues are especially difficult. (Principles of democracy versus Women’s Rights as Human Rights)

(3) The problems of “haves” and “have-nots” with regard to petroleum resources between and among Islamic states are assiduously avoided on all sides – except the “poor” Islamic states that do NOT understand why their issues are subsumed in the general topic of “terrorism”

(2)The topic of Israel-Palestine is a contentious arena of discourse. How could this be addressed accurately and with sensitivity?
